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Abstract : The need to secure mobile devices has never been higher than it is now, given the growing danger of
Android ransomware assaults. In order to address this issue, this paper suggests a lightweight machine learning (ML)
technique that employs Android malware detection using Decision Tree (DT) and Support Vector Machine (SVM)
classifiers. In order to maximize model efficiency, the research was conducted using an Android ransomware dataset
and approaches including feature selection, under-sampling, and categorical conversion. At 97.24%, 98.50%, and
98.40%, respectively, ransomware detection accuracy, precision, recall, and F1 scores outperform SVM and traditional
machine learning models. It demonstrates how lightweight machine learning models are able to identify ransomware
threats while still being computationally efficient to execute on Android devices that are resource-constrained. An
improvement in detection accuracy and resilience against evolving ransomware variants can be achieved by future
research that combines deep learning with real-time adaptive learning processes.

Keywords : Android ransomware, machine learning, ransomware detection, Decision Tree, Support Vector Machine,
computational efficiency, ransomware variants.

I. INTRODUCTION
The vast user base of the Android operating system has made it a desirable target for cybercriminals. Android
ransomware has been one of the most common dangers to Android users in recent years' attacks[1]. These malicious attacks
encrypt user data without permission, rendering it useless until the attackers get a ransom.. The number and sophistication of
Android ransomware attacks have significantly increased, posing serious risks to people, companies, and even government
agencies[2][3]. The attackers use a variety of techniques, including malicious applications, using methods such as drive-by
downloads and phishing emails to get access to a target's mobile device[4].

Neural networks and SVMs are examples of lightweight ML models, and decision tree utilization balances performance
and resource efficiency[5][6]. The use of lightweight models ensures that devices with limited processing power can still
participate in securing the network without sacrificing their core functionality. ML models can adapt to new threats,
improving their detection capabilities over time [77][8]. Furthermore, these models can be tailored to specific types of devices
and use cases, ensuring more accurate and effective protection for each individual device in the network[9].

It is still necessary to carefully assess the accuracy and usefulness of ML-based techniques for Android ransomware
detection[10][11]. An ML-based model may be used to defend Android devices against ransomware threats, which are
becoming more frequent and effective. Attacks using ransomware on Android smartphones are becoming more frequent, and
efficient ML models might help detect and prevent these types of attacks [12][13].

A. Structure of paper

The rest of the article is structured like this. Give an analysis of the research on a Lightweight ML Solution for Android
Device Ransomware Detection in Section II. Methods and methodology are presented in Section III, and Section IV deals with
the analysis and discussion of the results. The study's findings and future directions are presented in Section V.

II. LITERATURE REVIEW
Provide some earlier research on In this section, will find an Android ransomware detection method that uses a
lightweight ML approach. Ransomware detection on Android smartphones has been the subject of speculation by certain
authors. Table I discusses the use of in-ransomware detection.

Khaliq et al. (2024) explain the features, capabilities, and variations of ransomware. Lastly, a framework is proposed to
detect the ransomware using the “Kaspersky” anti-malware tools and a virtual machine to prevent ransomware attacks. The
purpose of ransomware, a type of crypto virus, is to extort money from the victim by exposing or permanently blocking access
to their personal data. A strategy used by sophisticated viruses is called crypto viral blackmail, while some ransomware may
just lock the machine without erasing any data[14].

() OOO

¥ G HD (https://creativecommons.org/licenses/by-nc-nd/2.0/)



Table 1 : Comparative Table for Literature Review Lightweight Machine Learning Solution for Ransomware Detection
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Reference | Methodology Dataset Performance | Limitations &
Future Work
Khaliq etal. | Framework EldeRan Effective in Limited to
(2024)[14] using Dataset preventing Kaspersky
"Kaspersky" ransomware tools; lacks
anti-malware attacks evaluation with
tools and a modern ML
virtual techniques
machine for
ransomware
detection
Elsadig Detecting Improved 99.5% Limited to DoS
(2023)[15] DoS assaults WSN-DS accuracy, lower attacks in
in WSNs with data overhead than WSN; future
Gini feature RF, XGBoost, work can
selection in a and KNN explore other
Decision Tree attack types
(DT)

Ismail, Naive Bayes WSN-DS Effective in Focuses only on
Dawoud + LightGBM dataset detecting four internal WSN
and Reza multi-layer network-layer | attacks; mobile

(2022)[16] machine DoS attacks robot
learning integration
detection needs further

solution for validation
WSN
cyberattacks
Guerra- Review of Various Identified five | Highlights need
Manzanares | challengesin datasets significant for better

(2024)[17] Android unresolved datasets,
malware challenges methodologies,
detection and long-term

ML solutions
Hossain et Detecting 203,556 Improved Requires
al. Android network accuracy and further testing

(2025)[18] malware traffic robustness on real-world
using an records (10 through applications
ensemble- ransomware multiple and dynamic

based types & classifiers behaviors
machine- benign
learning traffic)
technique

Alsoghyer Static Ransomware | High accuracy Limited to

and analysis of Dataset in detecting static analysis;

Almomani | APIrequests ransomware future work

(2019)[19] | is used by the before should include

ransomware execution hybrid
detection approaches
system that
uses APIs
(API-RDS)
Urooj et al. | An outline of Various Comprehensive | Suggests future
(2022)[20] | ransomware datasets review of research
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detection from 2019- existing directions;
techniques 2021 solutions lacks practical
based on ML implementation
and DL of proposed
methods

Elsadig (2023) clarifies WSN limitations, vulnerabilities, and security risks, emphasizing DoS attacks. Recent
techniques for identifying denial-of-service attacks have been thoroughly studied, exposing both their strengths and
weaknesses. This offers insightful information about the state of recent studies in this area. In order to identify DoS assaults in
WSNs, this work suggests a simple ML detection method that uses feature selection using the Gini coefficient and the DT
routine. In order to train and test the suggested method, an improved version of the author's WSN-DS dataset was utilised.
With a 99.5% accuracy rate and little cost, the suggested method outperforms KNN, RF, and extreme XGBoost classifiers[15].

Ismail, Dawoud and Reza (2022) reduce cyberattacks against WSNs with its lightweight, multi-layer ML detecting
system. They want to use a mobile robot to help combat internal WSN assaults. The two ML models that are installed at the BS
and monitor nodes are part of the detecting system with many layers. In multi-class classification, second-layer detection was
accomplished using the LightGBM approach, and the NB approach was used for first-layer detection in binary classification.
Four network-layer internal DoS assaults may be detected by the suggested system based on the WSN-DS dataset[16].

Guerra-Manzanares (2024) Five major outstanding issues need to be addressed by professional study before Android
malware detection can be deemed a resolved issue. These issues, which are covered in detail throughout the study, hinder
efficient, long-term ML-based Android malware detection. They include limitations on the data set, incorrect postulates, and
methodological flaws. The comprehensive review of Android malware detection best practices identifies and promotes
potential future research avenues to address the issue[17].

Hossain et al. (2025) propose a new method for Android ransomware detection using ensemble-based ML. This
method would enhance detection accuracy and robustness by utilising the capabilities of many classifiers. For optimal model
performance, a large dataset consisting of 203,556 records of network traffic derived from 10 different ransomware variants
as well as benign traffic was painstakingly preprocessed and designed with features. The approach incorporates many
ensemble classifiers and rigorously cross-validates each one. They may improve their models and concentrate on the most
predictive characteristics by employing Random Forest feature significance analysis to find important indications of
ransomware activity[18].

Alsoghyer and Almomani (2019) In the most recent methods for detecting Android malware were examined. A
thorough comparison study was carried out, revealing the main distinctions between the current options. A static analysis
paradigm known as API-RDS was developed for Android apps that encrypt files in order to find API-based ransomware
detection tools. According to API-RDS, API package requests are the main indicator of ransomware activity, allowing for exact
detection prior to device damage. Both ransomware and innocuous apps' API package calls were carefully examined and
contrasted. Important API packages were found, along with matching methods[19].

Urooj et al. (2022) give the specifics of the datasets that were collected from their sources and utilized in the
investigations on ransomware detection carried out by the various platforms. This paper is distinct in that it summarizes
ransomware detection research that employs ML, DL, and a mix of the two methods by utilizing benefits of using dynamic
analysis to identify ransomware. The information provided takes into consideration the ransomware detection research that
was done between 2019 and 2021. Future research will be facilitated by the comprehensive list of future directions provided by
this study[20].

The Table I compares lightweight ML-based ransomware detection methods, datasets, and performance, highlighting
their effectiveness, limitations and suggesting future improvements like hybrid approaches, broader attack coverage, and real-
world validation.

A. Research Gaps

The Advanced ransomware detection systems still need to resolve several important issues. Current studies utilize ML
and DL methods that consume numerous resources, which prevent proper operation on low-power Android devices. Current
ransomware detection models have an active learning shortage, which prevents them from tackling new ransomware threats
effectively. The detection accuracy of ransomware identification can benefit from expanded feature selection optimization
techniques as well as more extensive benchmark dataset analysis. Research on hybrid methods linking ML with DL techniques
is scarce, yet there is a need to develop API-based behavioral analysis to enable instant ransomware identification capabilities.
Multiple studies analyzing different detection approaches remain scarce, while researchers do not adequately track
ransomware mutational patterns. Cloud-based detection systems create security and privacy-related issues that demand
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privacy-preserving frameworks to resolve them. The primary drawback of current research lies in its single-layer detection
approach since companies need multilayered defensive strategies that unite anomaly detection with behavioral analysis and
heuristic learning methods. These areas need improvement to better detect ransomware attacks across Android devices.

III. METHODOLOGY
A thorough explanation of the data flow diagrams in Figure 1 subsequent phases is provided below:

Drata Collection

Drata pre-processineg

Binarizing Labels
TUnder-zampling

Converszion of categorical featwres
o mumerical

Data spithng
Tram B0% Test 20%

. hiodel training with
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Model Evalmbon 2) Support Vectorhlachines

—

Figure 1 : Structure Of The Data Flow Diagram

The CICIDS 2018 dataset is used in the approach for cyberattack detection, which follows an organized procedure to
attain a high accuracy of up to 98%. The data is initially collected from the CICIDS 2018 dataset and put through data
preparation in order to enhance the model's performance, which includes feature reduction, zero variance feature removal,
and timestamp removal. After that, key characteristics are determined in order to concentrate on those that are most pertinent
to the detection procedure. To guarantee data consistency, data normalization is then implemented using the Min-Max and Z-
Score normalization approaches scaling. Two models are then trained using the preprocessed and normalized data: These
measures are used to evaluate the models' Fi-score, recall, accuracy, and precision following training with Multilayer
Perceptron with Backpropagation (MLP-BP). Both models demonstrate strong predictive capability, achieving an impressive
accuracy of 98.97%, making them highly effective in detecting cyber-attacks. The outcome shows how reliable the method is
in differentiating between malicious and benign network data.

A. Data Collection

This dataset contains 392,035 entries which include 85 features and one class label free from any missing value
distribution. The dataset contains 11 class names, which are divided between harmless traffic and 10 different Android
ransomware categories. An anomaly identification task typically faces a class imbalance problem due to the distribution shown
in Figure 2. Approximately 98% of the entries belong to ransomware categories according to the dataset statistics, although it
contains only 43,091 records that do not belong to ransomware categories.
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Figure 2 : Distribution of Class Labels
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B. Data Preprocessing

The preprocessing phase started with the plot and check of data qualities along with the analysis of class compositions
and feature attribute types. Twelve constant features along with "Time Stamp" were removed because they brought no benefit
to model training and eliminated 13 features from the dataset. All 11 classes from the dataset underwent a transformation into
binary codes where ransomware fell under class 1 and everything else became class 0. Randomized under-sampling was
implemented for class balancing by creating equal sample groups (43,091 samples each) based on training data classes. IP
source and destination Numerical value translation was applied to IP addresses and flow IDs. In order to choose a final set of
19 crucial features that achieved the best model performance, The feature selection procedure made use of both feature
relevance and forward feature selection. The following Figure 3 provides the balancing graph.

Benign {

—

Ransomware _.< 348,943

43,091

Sample size 392,035 86,182
Figure 3 : Under-Sampling Technique Applied to the Dataset

C. Feature Selection

A feature selection process helped improve both the model efficiency and performance by identifying key attributes
that received analysis[21]. A set of crucial features described in Table II includes Flow ID combined with Source and
Destination IPs and Ports and Protocol together with Flow Duration and packet-related measurements. The chosen features
held important value due to their capability to detect fundamental network behavioral patterns. The selection process leads to
decreased variables while enhancing model readability together with achieving peak operational efficiency.

Table 2 : The Final Set of Features Selected

No. | Feature No. | Feature No. | Feature
1 Flow ID 8 Fwd packet length max 15 | Active
mean
2 Source IP 9 Fwd packet length min 16 | Active
std
3 Source 10 | Bwd packet length min 17 | Active
port max
4 Destination | 11 Init_Win_bytes_forward 18 | Idle
1P mean
5 Destination | 12 Init_Win_bytes_backward | 19 | Idle std
Port
Protocol 13 | act _data_pkt fwd
Flow 14 | min_seg size forward
duration

D. Dataset Split

During the experiment, the researchers developed two separate groups of ransomware and benign processes, both for
training and testing. Model training requires 80% of pre-processed data, whereas validation testing utilizes 20% of data. A
model analysis space divided 80% to 20% allows maximum data utilization for creating resilient models and effective
validation testing.

E. Classification Phase
The area of ML, a kind of AL replaces explicit programming by allowing computers to comprehend and learn from
data. ML enables self-sufficient solutions for a variety of computational issues.

a) Decision Trees

To determine classes within a dataset, a collection of techniques called decision tree models employ information passed
as in the projected class shown in Figure 4, from connected to the nodes at the base. A decision tree is a kind of method for
predictive modeling that creates a hierarchical data structure by employing the divide-and-conquer tactic. It works well for
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regression and classification using nonparametric techniques. To immediately observe how various tree species relate to one
another and how tree features are distributed throughout their distinct groupings [22]. This has the advantage of allowing for
less computation because each tree is shallow and may show fewer leaves than a single DT would for the same task time.

X1<0.57?

Figure 4 : Decision Tree that is Based on Binary Target Variable Y
These are the main decision tree mathematical Equations (1 to 4):
e Entropy (H)

H(S) = —Xi1pilog.p; €]
e Information Gain (IG)
1G(S,4) = H(5) = Svevatuescn 1 HES.) 2)
e Gini Impurity (G)
G(®) =1-XL,p! 3)
e Gini Gain (GG)
GG(S, A) = G(S) = Zuevamesta 2 G(5.) @

F. Support Vector Machines

SVM are widely used in supervised learning to address issues related to classification, regression, and identifying
outliers. SVM solves the classification issue by determining the best separating hyperplane between several classes. Using a
training dataset, SVM maximizes the distance between classes to identify the optimal hyperplane for successfully separating
two classes [23][24]. Through the thoughtful use of feature selection, the SVM algorithm described in this paper illustrates in
Figure 5 its distinctiveness, hyperparameter adjustment, and the use of different radial, Kernel functions, include, among
other things, polynomial and linear basis functions.

The decision hyperplane is given by Equation (5):

T _
wx+b=0 (5)
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Figure 5 : SVM Model
G. Performance Matrix Model Evaluation
Selecting the evaluation metric requires an understanding of how each metric measures in order to assess the model
appropriately. To determine how well ML algorithms work, the goal was to analyze each of these performance metrics, which
included F1-Score, Accuracy score, Precision, and Recall.

a) Accuracy

The percentage of instances the model properly classifies and the general error in class prediction is used to evaluate
the model's accuracy. This measure summarizes the model's performance across classes. However, performance may be
misrepresented by biased data. A classifier may correctly anticipate instances of the majority class while incorrectly
categorizing cases of the minority class. Accuracy is formulated in Equation (6):
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TP+TN
Acuracy = —— 6
y TP+TN+FN+FP ( )

b) Precision:

The percentage of instances that are accurately allocated to a class after all the data has been categorized is known as
precision. In this instance, it shows the proportion of corona cases that actually are corona cases. The Equation (7) defines the
precision:

Precision = 7

TP+FP

¢) Recall
The Recall or sensitivity determines the amount of examples that are successfully classified into a class. This context
measures the proportion of properly represented instances by the classifier among all carriers of the illness. It gives as
Equation (8):
TP
TP+FN

Recall = (8

d) Fi-score
The F1-score, often known as Recall and accuracy weighted harmonic mean is known as the F-measure. This metric is
best suited when the dataset is significantly unbalanced use. The F1-score I formulated in Equation (9)

F1— score = 2 % precisionxrecall

(9)

precision+recall

Where,
e TP (True Positive): As anticipated by the model, the actual result was favorable.
e TN (True Negative): The model anticipated a negative result, while the actual value was negative.
e FP (False Positive): The model anticipated a positive result, but the actual value was negative.
e FN (False Negative): The model projected a negative result, while the actual number was positive.

IV. RESULTS AND DISCUSSION
The simulated outcomes of this study are A Lightweight Android Device ML Solution Section for Detecting
Ransomware. This section shows the results of the dataset evaluation carried out for this study, along with performance
metrics, classifier statistics, and results.

A. Experiment Results
This section shows the outcomes of applying the DT and SVM model to a dataset in a lightweight ML. manner to
forecast Ransomware detection on Android devices.

Model | Accuracy | Precision | Recall | Fi1-
score
DT 97.24 98.5 98.4 | 98.45
SVM 89.05 98.05 100 94.21

Table 3 : DT And SVM Model Performance Matrices For Ransomware Detection

Table 3 displays a number of performance characteristics for the DT model, including an accuracy of 97.24%, which
indicates overall correctness. Its 98.50% precision indicates that the majority of positive predictions are correct, and its
98.40% recall great shows how well it detects real positives. The SVM model's performance metrics, with an accuracy of
89.05%, and the model's F1-score of 98.45% both show great overall correctness. Its 89.05% accuracy indicates that the
majority of positive forecasts are correct, while its recall of 100% demonstrates its effectiveness in identifying true positives.
The model's F1 score of 94.21% highlights its excellent balance between accuracy and recall and demonstrates its excellent
classification performance.

Metric Performance of ransomware android detection

100.00% 97.24% 98.50%
95.00% 92.98%
0, 0,

90.00% 9.05 /088% 89% 9.05 /"88%
85.00%
80.00%

Accuracy Precision

=DT SVM NB Gaussian Naive Bayes
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Figure 6 : Metric Performance Of Ransomware Android Detection

Figure 6 displays how DT and SVM classifiers perform regarding metric measurements for ransomware detection on
Android devices. The DT model maintains exceptional results throughout all metrics because its accuracy joins with Fi-score
stays over 95%, as does precision and recall. Although the SVM model retains a perfect recall at 100%, it exhibits lesser
precision and accuracy, falling below 90%. SVM demonstrates high capability for detecting ransomware cases but its precision
rate sits beneath 90% which indicates more false positives during the detection process. The DT model displays even
performance metrics across all assessment points, which establishes its reliability when detecting ransomware on Android
operating systems.

The DT classifier received evaluation through confusion matrices appearing as Figures 7 and 8 for Android network
traffic classification. The correct outcome consists of TN for benign traffic and TP for ransomware, but misclassification occurs
when it identifies FN and FP events. Better model performance occurs when the count of TP and TN remains high. The
unoptimized Decision Tree model reached 97.23% accuracy with 98.50% precision and 98.39% recall, which produced an F1-
score of 98.44% in its evaluation. The prediction model performed better, with 97.24% accuracy, 98.80% precision, 98.50%
recall, and a 98.50% F1-score when 19 characteristics were set to zero during hyperparameter optimization. The DT classifier
shows better results because of the tuning process.
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Figure 7 : Experiment 1 - DT Confusion Matrix

Confusion Matrix
60000
o - 7540 1047

50000

- 40000

Actual

- 30000

- 1117 68703 T

- 10000

o 1
Predicted

Figure 8 : Experiment 2 - DT Confusion Matrix

B. Comparative Analysis and Discussion
An analysis comparing many models for the detection of ransomware. Table IV below contrasts and analyses several
machine learning models used for ransomware Android detection prediction in terms of performance metrics.

Table 4 : Comparison Between Various Models For Ransomware Detection

Model DT SVM | NB | Gaussian
[25] Naive
Bayes[26]
Accuracy | 97.24 | 89.05 | 88 89
Precision | 98.50 | 89.05 | 88 92.98
Recall 98.40 | 100 89 96.16
Fi-score | 98.45 | 94.21 | 88 94.54
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Accuracy Comparison of ML Models for Ransomware

Android Detection
98.45%

100.00%
o 94.21% 94.54%
95.00%
90.00% 88.00%
80.00%
F1-score
uDT =SVM = NB Gaussian Naive Bayes

Figure 9 : Accuracy Comparison of ML Models for Ransomware Android Detection
Four ML models' accuracy comparison is displayed in Figure 9 (DT, SVM, NB and Gaussian Naive Bayes) for
ransomware android detection. Gaussian Naive Bayes and SVM came in second and third, respectively, while NB had the
lowest accuracy at 88%. At 97.24%, DT had the highest accuracy.
Precision Comparison of ML Models for Ransomware

Android Detection
98.45%

94.21% 94.54%
88.00%

Fl-score

100.00%

95.00%

90.00%

85.00%

80.00%

DT uSVM uNB Gaussian Naive Bayes

Figure 10 : Precision Comparison of ML Models for Ransomware Android Detection

Figure 10 compares the accuracy of four different ML models (DT, SVM, NB and Gaussian Naive Bayes) for
ransomware Android detection. DT is achieved the highest precision at 92.98%, followed by Gaussian Naive Bayes and SVM,
NB had the lowest accuracy at 88%.

Recall Comparison of ML Models for Ransomware Android
Detection

100.00% 98.45%
98.00%
96.00%
94.00%
92.00%
90.00%
88.00%
86.00%
84.00%
82.00%

94.21% 94.54%

88.00%

F1-score

Figure 11 : Recall Comparison Of ML Models For Ransomware Android Detection.

Figure 11 shows the comparison of four ML models' recall (DT, SVM, NB and Gaussian Naive Bayes) for ransomware
Android detection. Gaussian Naive Bayes and DT came in second and third, respectively, with a maximum accuracy of 100%,
while NB had the lowest accuracy of 89%.

F1-score Comparison of ML Models for Ransomware
Android Detection

94.54%

o
Fl-score 88.00%
94.21%
98.45%

80.00% 85.00% 90.00% 95.00% 100.00%
Gaussian Naive Bayes =NB =SVM DT

Figure 12 : Comparative Model graph of F1-Score
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Figure 12 shows the evaluation of four ML models' recall contrast (DT, SVM, NB and Gaussian Naive Bayes) for
ransomware Android detection. DT is achieved the highest accuracy at 100%, followed Gaussian Naive Bayes and NB had the
lowest accuracy at 88%.

V. CONCLUSION AND FUTURE SCOPE

In this work, DT and SVM classifiers were used; they proposed a low-power ML approach for ransomware detection on
Android smartphones. The presented approach effectively addressed the challenges of Android ransomware detection through
feature selection, data preprocessing, and machine learning based on classification. The experimental data confirmed that the
accuracy of DT model reached the highest at 97.24%, surpassing SVM classifier and more conventional ML techniques.
Additionally, the extremely high accuracy, recall, and Fi-score values confirm our method's excellent robustness and
dependability. They achieved resource-constrained devices-friendly solutions by optimizing model parameters and using
efficient data processing techniques such that our solution includes high detection accuracy. Lastly, our results show how
lightweight machine learning models may be used to strengthen mobile protection against changing ransomware threats.

Future research will make application of deep learning methods, such as RNNs and CNNs, which will significantly
improve ransomware detection accuracy. Moreover, the model can be integrated with real-time threat intelligence as well as
with the model can automatically learn and adapt to new ransomware variations thanks to adaptive learning methods. More
diverse and recent ransomware samples will help expand the dataset and improve the model generalization. Additionally, they
will deploy and test our model in real-world Android environments to find out the practical feasibility and performance in real
time. The goal is thus to build up an Android ransomware detection framework that is complete and more adaptable.
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