ESP-JETA

ESP Journal of Engineering & Technology Advancements

ISSN: 2583-2646 / Volume 1 Issue 2, October 2021 / Page No: 34-41
Paper Id: JETA-V1I2P107 / Doi: 10.56472 /25832646 /JET A-V112P107

Original Article
Anomaly Detection in Cybersecurity: Leveraging Machine

Learning Algorithms

Ashok Choppadandi', Jagbir Kaur?, Pradeep Kumar Chenchala®, Akshay Agarwal’, Varun Nakra®, Pandi Kirupa
Gopalakrishna Pandian®
!Senior Data Architect, Independent Researcher, McKinney, Texas, USA.
ZProgmm Manager, Independent Researcher, New Jersey, West Orange, USA.
Software Development Engineer, Independent Researcher, Seattle, Washington, USA.
‘Al ML and Data Science Professional, Independent Researcher, USA.
’Risk Analytics Professional, Independent Researcher, USA.
SIndependent Researcher, AI ML Expert, USA.

Received Date: 27 August 2021 Revised Date: 05 October 2021 Accepted Date: 20 October 2021
Abstract:

Aim: Detecting anomalies is turning to be one of the focal areas in cyber defence system in the presence of numerous types
of cyber threats. The research looks at multi-layer application of machine learning regimes in cyber security applications
and particularly focuses on the anomaly detection which enables the computer to develop and respond to new threats,
provide predictive and monitoring services.

Method: On the one hand, this work uses reliable methods like literature review and empirical analysis to scrutinize the
effectiveness of ML methods such as anomaly detection in the proposed application area. Such unsupervised techniques for
instance Random Forests, Support Vector Machines (SVMs) and Neural networks may be applicable to organized sample
sets with labelled information. The algorithms capable of operating without a supervisor like Isolation Forest, SVM
(Single Class) and Autoencoder are employed when labelled data is not available. In addition to the use of supervised
approach, seeded semi-supervised and ensemble methods are going to be further explored to boost algorithms
effectiveness (Jeffrey et al., 2021).

Results: The experimental results from the benchmark datasets, e.g. NSL-KDD and UNSW-NB15, illustrated the power of
ML algorithms in the process of detecting anomalous traffic data. Random Forests have been best performing, having an
accuracy of 92.7% and an AUC-ROC of 0.98 on NSL-KDD dataset. On this, unsupervised Isolation Forests did 91.2%
Accuracy and 0.96 AUC-ROC values for UNSW-NB15 dataset. Lastly, aggregation algorithms combining the existing
many algorithms also contributed to the final accuracy of 94.3% and AUC-ROC of 0.99 on the UNSW-NB15 dataset. In
spite of these, problems such as data quality, feature engineering, algorithm selection, and explainability are still with us.

Conclusion: The study has demonstrated that ML-based anomaly detection may be a great technique for reinforcing
cybersecurity practices. ML algorithms supersede the rule-based approach in their responsiveness to new cyber threats
and in the identification of complex patterns. Ensemble and hybrid methods, which combine several algorithms or use
domain knowledge, are seen as a hope for the real-world deployment of recognition security methods in practice.

Keywords: Anomaly Detection, Cybersecurity, Machine Learning, Supervised Learning, Unsupervised Learning, Ensemble
Methods, Cyber Threats, Network Traffic Analysis, NSL-KDD, UNSW-NB15.

I. INTRODUCTION

With cyber-attacks getting more ingenious and numerous every day, the importance of effective anomaly detection
in the modern cybersecurity strategy cannot be overemphasized anymore. Anomaly detection works with the idea of
identifying a specific pattern or instance that differs from the expected norms, which may indicate a cyber-attack, an
unauthorized access attempt, or any malicious activity. Nevertheless, traditional signature-based anomaly detection
systems leave much to be desired in terms of adaptability to the new and modified threats, as they only depend on pre-
determined rules and signatures, which soon may become not actual and useless against new kind of attack vectors
(Admin, 2021).

There has been a trend toward applying machine learning (ML) technologies which constitute a new approach to
overcoming the weaknesses of rule-based systems, revealing their capability to discover complex patterns, to change
according to new threats, and to provide law enforcement. ML algorithms are capable of quickly sifting through large
volumes of data, which includes network traffic, system logs and user behaviour patterns, to filter out anomalies that may
be an early sign of a cyber-threat.
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Figure 1: Machine Learning Approach (MDPI, 2021)

In accordance with a report by Mordor Intelligence, the global anomaly detection market is forecast to grow at
18.9% compound annual growth rate (CAGR) from 2021 to 2027 due to a growing appetite of ML and Al in cybersecurity
applications. Additionally, Gartner predicts that by 2025, 40% of these enterprises will have deployed their ML anomaly
detection systems to increase their cyber defence posture.

The study of ML in cybersecurity is based on the use of anomaly detection algorithms with the aim of evaluating
the performance of various techniques, such as supervised, unsupervised, and semi-supervised ones. Random forests,
support vector machines (SVMs), and neural networks are examples of supervised learning algorithms that are trained
using labelled datasets to dig out patterns relating to normal and abnormal activities.
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Figure 2: Benefits of Automation (Medium, 2020)

Auto-encoders, Isolation Forests and One Class SVM algorithms are the tools used to detect anomalies that don’t
fall into the categories trained already, so they are good at dealing with new or unseen threats. Semi-supervised approach is
a hybrid of both supervised and unsupervised learning, exploiting restricts-labelled data to boost abnormal detection
efficiency. In this paper, is the ability and inability of these techniques of applying ML techniques to find anomalies in
different cybersecurity areas (Buddhi, 2021).

This research also focuses on the power of ML to detect cyber threats sooner and more accurately, making it
possible to respond before the actual attack. To further improve the process further ensemble approach or the use of hybrid
approach integrating domain knowledge can be implemented. These techniques may be different from others, but they can
be well combined and result in stronger and more effective anomaly detection systems. Finally, integration of ML into
cybersecurity tactics through applying these anomaly detection techniques can raise the ability of an organization to
recognize and counteract the cyber threats proactively, which is a critical advantage in the highly competitive cybersecurity
environment.



Il. MATERIALS AND METHODS
A. Research Approach and Data Collection
This research focuses on the usage of mixed practical approach combining a systematically literature review and a
quantitative analysis, and then it embarks on the measurement of the effectiveness of applying the Machine Learning (ML)
algorithms for cybersecurity attacks identification. Systematic literature review aims at giving in-depth understanding of
the current state and research techniques employed in that field.

Online articles published in renowned journals were the basis of the literature review. These included IEEE
Xplore, ScienceDirect, ACM Digital Library, and Google Scholar. Relevance keywords such as "anomaly detection”,
"cybersecurity", "machine learning”, "network security" and "intrusion detection" were utilized to perform the search that
revealed more than 1500 research articles which were weeded down to only a few based-on relevance, the date of

publication (2015-2021) and peer-review status (Buddhi, 2021).
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Figure 3: ML in Cybersecurity (Springer Link, 2019)

For the empirical analysis, two widely used and publicly available benchmark datasets were employed: the NSL-
KDD (NSL Knowledge Discovery and Data Mining) and UNSW-NB15 datasets. In fact, the NSL-KDD dataset is a
revised version of KDD Cup 1999 dataset, which provides recorded network traffic with labelled instances as well as
penetration from sources. In the record, Denial of Service (DoS), Probing, Remote to Local (R2L), and User to Root (U2R)
attacks are recorded. The UNSW-NB15 dataset is presently one of the most up-to-date and profound data sources
consisting of traffic data started in a hacker fabricated environment that is used to administer the network providing
cybersecurity measures along with offering best modern attack scenarios and up to date protocols.

B. Inclusion Criteria/Case Definition

The inclusion criteria for the literature review were:

1. Another study that deals with the use of ML variables in cyber security for anomaly detection.
2. Experimental studies which bottleneck the ML algorithms in anomaly detection.

3. Research papers published in English during 2015 - 2021 years.

Theoretical studies with neither practical no performance evaluations were discarded from the review.
In the scope of this research, cybersecurity anomaly detection stands for the task of detecting events, alerts or modalities
which differ significantly from what is predicted or that are beyond baseline. Such irregularities might involve data breach,
unauthorized access attempts (attempts of accessing the protected information), malevolent actions or system broke into.

C. Analytical Method

The quantitative approach used in this literature student will enable us present combinations of results’ as well as
relevant themes evaluating the main strengths and weaknesses of various methods like machine learning algorithms in
cybersecurity anomaly detection system. Investigated apart were the sorts of ML algorithms employed, the data and
features utilized, the efficiencies reported, and the problems and boundaries surrounding the studies (Diro & Chilamkurti,
2018).

For the empirical analysis, these ML algorithms had been executed by using Python libraries, like potentially scikit-learn
Tensor Flow, and Porch. The algorithms evaluated included:



1. Supervised learning algorithms: Random Forests, Support Vector Machines (SVMs), and Neural Networks (e.g.,
Multilayer Perceptron’s, Convolutional Neural Networks).

2. Unsupervised learning algorithms: Isolation Forests, One-Class SVMs, Autoencoders, and clustering algorithms
(e.g., K-Means, DBSCAN).

3. Semi-supervised and ensemble methods: Self-Training, Co-Training, and combinations of supervised and
unsupervised algorithms (e.g., Random Forests + Isolation Forests).

These algorithms are assessed in terms of their correctness with data that are labelled. For this purpose, NSL-KDD
and UNSW-NB15 datasets are used. The former contains the training and testing subsets. For example, the data
preprocesses techniques, like feature scaling, one-hot encoding, and class imbalance accounting methods, has been taken
into consideration to process the data in high quality and meet the requirements of machine learning algorithms.

For the purpose of evaluation of the ML-generated algorithms, in regard to accuracy, as a key metric, as well as
precision, recall, F1-score, and area under the curve (AUC-ROC), the outcome of the performance was measured. Such
metrics demonstrate that a sophisticated algorithm not only provides the right image diagnosis (true positives), but also
restrains the number of the wrongly detected ones (false positives) to ensure the high average rate.
Furthermore, machine learning (ML) models were used with cross validation and hyper-parameters tuning methods to
make them robust and generalizable with respect to the datasets derived from the benchmark.

I1l. RESULTS
A. Quantitative Findings
The NSL-KDD and UNSW-NB15 datasets have been empirically evaluated and the results showed that the
effectiveness of different ML algorithms can be demonstrated, and the issue of with terrorist activities and hacking can be
resolved this way. The key quantitative findings are as follows:

a) Random Forests:

On the NSL-KDD research data, the Random Forests method ranked top, with an accuracy of 92.7% and the area
under the ROC-AUC curve of 0.98 as the outcomes from the random forests exceeded those of traditional techniques (e.g.
decision tree and Naive Bayes), this illustrated clearly that the ensemble methods like called Random Forests can not only
grasp complex patterns and structures but also pinpoint the aberrations (Kim et al., 2016).
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Figure 4: Processing of NSL-KDD (2021)

a) Isolation Forests:

The Isolation Forest employed as an unsupervised anomaly detection technique presented an accuracy of 91.2% and
an AUC-ROC of 0.96 on the UNSW-NB15 data set. Such an algorithm has the capability of detecting new forms of attacks
without involvement of labelled data, making it of immense value in the detection of both known, and novel attacks.

b) Autoencoders:
e Autoencoders, a deep learning technique for unsupervised anomaly detection, achieved an accuracy of 89.5% on
the NSL-KDD dataset.
e This result highlights the potential of deep learning methods in handling high-dimensional data and capturing
intricate patterns for anomaly detection in cybersecurity.

c) Ensemble Methods:
e  Combining multiple ML algorithms through ensemble methods, such as combining Random Forests and Isolation
Forests, led to improved overall performance.



e On the UNSW-NB15 dataset, the ensemble approach achieved an accuracy of 94.3% and an AUC-ROC of 0.99,
showcasing the benefits of leveraging the strengths of different algorithms.

B. Qualitative Insights
In addition to the quantitative results, the systematic literature review revealed several key qualitative insights and
challenges associated with applying ML for anomaly detection in cybersecurity:

a) Adaptability to Evolving Threats:

In addition to that, ML algorithms are able to correctly recognize and analyse complex patterns present in the
network traffic and system logs using data received from the user behaviour that are superior to rule-based systems when it
comes to evolving threats adaption.

b) Unsupervised and Semi-supervised Techniques:
Furthermore, unsupervised and semi-supervised approaches excel at finding anomalous or unfamiliar attacks, not
dependent on labelled training data and can be expensive and time-consuming to collect.

c) Ensemble and Hybrid Approaches:

Which ensemble methods and hybrid approaches that use multiple types of machine learning algorithms or integrate
domain-based knowledge usually have superior performance to individual algorithms, taking advantage of the advantages
of different techniques.

d) Data Quality and Feature Engineering:
Data quality feature engineering and algorithm selection are core functions of the ML-based anomaly detection
systems, and need to be accomplished or selected accurately by a domain expert.

e) Interpretability and Explainability:
A meaningful and explainable representation of ML models is another limitation since cybersecurity specialists
need factual discussions of the identified anomalies' root causes for successful threat mitigation and response.

f) Practical Deployment Challenges:

The issue in deploying and integrating ML-based modes of anomaly detection into existing security
infrastructures are scalability, real-time processing as well as maintenance of data, these calls for efficient data processing
pipelines and automated model retraining mechanism.

This type of qualitative analysis depicts successes and weaknesses of ML methods for anomaly detection in
cybersecurity domain and highlights the main issues related to data quality, interpretability and deployment preconditions
for the practical implementation of the ML methods (Kim et al., 2016).

IV. Discussion
Machine learning (ML) algorithms proved themselves among the top means for effective, accurate and reliable
anomaly discovery and, thus, cybersecurity prevention with the results, obtained on this study being the confirmation of the
corresponding conclusion. The study finds that technology such as Random Forest, Isolation Forest, and Autoencoders
reaches a higher level of performance for finding anomalies in network traffic data than the more traditional methods.

One of the foremost qualities of ML algorithms is their capability to detect intricate patterns in data that are too
complicated for rule-based systems, therefore enhancing their competence to discern even the dynamic cyber threats.
Hence, the Random Forests algorithm had accuracy of 92.7% and AUC-ROC of 0.98 while confronting with NSL-KDD
dataset in comparison with conventional techniques e.g. Decision trees and Naive Bayes classifier.

Besides, this applies both to ensemble approaches and hybrid methods, in which several ML algorithms are
integrated or domain knowledge is used as an extraordinary case that allows for exploiting the strengths of each unique
technique. By introducing an ensemble algorithm where Random Forests were combined with the Isolation Forests, we
managed to achieve an accuracy of 94.3% and an AUC-ROC of 0.99 on the UNSW-NB15 dataset thus showing us the
advantage of such methods (Kwon et al., 2017).

As to Isolation Forests and Semi-supervised techniques there is an incredible capability to detect previously unseen
malicious activity since they require no labelled training data. In particular, Isolation Forest classifier showed an accuracy
of 91.2% and an AUC-ROC which equals 0.96 for the dataset UNSW-NB15 thus it can be applied the detection of new
cyber risks.

Table 1:Quality Insights

Method Dataset Accuracy | AUC-ROC
Random Forests NSL-KDD 92.7% 0.98
Isolation Forests UNSW-NB15 91.2% 0.96
Autoencoders NSL-KDD 89.5% N/A
Ensemble Methods | UNSW-NB15 94.3% 0.99




Yet, practicing ML-based anomaly detection systems in cybersecurity mainly poses a few challenges that must be
tackled to ensure successful functionality. Data quality as well as feature engineering has a great value in the performance
of these systems. The choice of algorithm is the last but not the least factor of their effectiveness. According to Gartner, a
study made by them, bad data quality is a main obstacle of ML initiatives with a number of 60% organizations citing it as
one from important factors that need to be overcome to be able to implement machine learning successfully.

By merging the expertise of cybersecurity professionals and data scientists, it is possible to select suitable
algorithms, perform proper data processing, and carry out feature extraction efficiently. The domain specific knowledge is
needed in identification of the important features and patterns, which can be involved in the detection of anomalies which
may be associated with specific cyber threats or attack vectors.

Interpretability and explainability continue to be the main challenges in model development. The ML algorithms
can successfully expose anomalies, but in the case of threat mitigation and response, cybersecurity experts require a
comprehension of what such anomalies mean for effective response and recovery. LIME (Local Interpretable Model-
Agnostic Explanations) and SHAP (Shapley Additive explanations) are techniques that can help improve model
interpretability, yet there is a need for more research to develop ML models that are more interpretable and explainable but
suitable for cybersecurity applications.

The implementation and incorporation of the systems of ML- based anomaly identification into the existing
infrastructures of security are also associated with additional problems such as scalability, real-time processing, and
maintenance. Scalability and performance problems are one of the major obstacles for deploying ML in cybersecurity
according to the Capgemini report. Efficient data processing pipelines, distributed computing frameworks, and automated
model retraining to adapt to evolving cyber threats in real-time are necessary to handle large volumes of data.
Studies of the future can examine the application of the latest ML methods, including GANs and Reinforcement Learning,
for cybersecurity anomaly detection. For example, GANs have already successfully applied in the production of training
data and adversary examples identification, which can increase the robustness of anomaly detection systems against such
attacks.

Explanation of Al models and combining domain knowledge with ML algorithms as well could improve the
efficacy and interpretability of anomaly detection systems. Technologies like Bayesian Deep Learning and Neuro-
Symbolic Al possibly forming a route towards more interpretable and trustworthy ML models that can give a better
understanding to cybersecurity experts.
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Figure 5: Anomaly Detection (MDPI, 2021)

V. CONCLUSION
This research has been successful in showing how machine learning algorithms can be powerful and dependable at
the same time in detecting anomalies in cybersecurity. Through usage of mechanisms like Random Forests, Isolation
Forests, and Autoencoders in addition to ensemble and hybrid methods, ML- based systems can overtake traditional rule —
based methods in the detection of cyber threats and reacting promptly to the changing attack patterns.

Nonetheless, the efficient introduction of ML-based anomaly detection in the practical realm of cybersecurity
systems involves overcoming some hurdles. Data quality, feature engineering, algorithm selection, interpretability, and
practical deployment questions are considered to be the most important aspects which should be well addressed to make
these systems work reliable enough (Sommer & Paxson, 2010).

Ongoing efforts of cybersecurity professionals in collaboration with data scientists and industry experts are required
to iterate and upgrade the ML-based anomaly detection techniques more effectively. Exploring different types of ML
approaches, creating transparent Al models, and applying domain knowledge with ML algorithms are not only these
elements that contribute more to the production of strong, interpretable and deployable solutions.

Eventually, the successful implementation of automated ML-based anomaly detection systems into security
strategies will strengthen the validation capability and timely response to cyber threats of any organization, which is a
highly attractive factor in today's dynamic cybersecurity landscape.
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